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Fig. 1 User-position-role-operation model

BLSE A BURFR T R A A — A TAE N B
WA LA TAE R AL B4, T LA IR R 5
H P A AR 32 AR AR 2 i) S AN 2 — X — ) ]
BRSO 20 2 B S R MG AN 2 R,

“user pos
user->pos

L
™

N

U

= b 3

B2 FP-[Awks

Fig. 2 User-position mapping

L

S — P AR {wser, susers soe suser,, | »
ieNmE U = (user, user,
FE L — 2 LA { pos, » poss e
N P = (pos, pos, pos )T
P EE—AH P user; FIRKADL pos; Z 0] B KB
user; = pos; I N u; , U « PT [IE AR dt 13X —

T
user,,)

s pos, } ,ic

PRI E

user,
T user s

U.P'= o (pos,  pos, pos,) =
user,,
user; pos, user; pos; *user, pos,
user, pos, user, pos; *ousersy pos,
user,,pos, user,poss *** user,pos,
U [Z50) Uiy
Uz Uz Uszp
Up1 U2 ot U

U« PTRICH Uy WA Up = ()

TEREES AT A0 RANAL N T 3R IR wser, 1 pos,
Z AR A AAAE SCIR O 22, W] AT 0 Al 1ok Jr il
TR

IR user, e H MR V5 A] pos; »user; — pos; =

O’iajj U — 03
ﬂ[]% user; ﬁ*ﬂ BEI}T I‘Fﬂ pos;suser; —> pos; =
laiaj‘j u; — 1.

mo — ok W o I
1 0 - 1
1

T B W

MR R, o i oo KA 0
0 0 cee 1
01,

o T 40 9 RBAC B i £ (4 B A JZ IR
POl T3 K — s TR SR AR GE N AR (B4R
SRPRF RBAC MRS E X HIE 1, 0 RIS
PEFEAEOR IR, O TS BUX — A AR TE RGP SR i
LA R 2 X 2 R OC AR L UNIEL 3 iR,

pos rol

'

5 0l

pos->rol

A3 K- gt

Fig.3 Position-role mapping



134 X # ¥ L X

%51 %

B —H A ORI, {rol,sroly s+ 10l )+ I8
N R = (roly  rol, rol)7";

BrEE— AL pos, R rol; 2 8] B S BE
pos; = rol; IBH p,; »H P+ R" BB AR X —
PRSP

pos
pos

P-R'= . ‘. (rol, rol, rol,) =
pos,
pos rol,  posirol, pos,rol,
pos,rol,  possrol, pos,rol,
pos,roly  pos,rol, pos,rol,
P Pzt Du
P21 P2ttt Pu
Pt Puz t Pu

¥ P« R" 12N P s WA Pe = (py) .

XT RGOS AR OCFR R RBAC
RUFHE TR , XF f € A n] ST $5 4F 1 5 2 % 2 1 ¢
X, LA 2 TPk R G DI RE A L A 75 oK L T 4 IR,

rol oper
rol->oper

N
3
1
v
(.
~ o

B4 fae-BEnks

Fig. 4 Role-operation mapping

E XL —HENE: {oper, opers .+ oper,} it
Nlaim O = (oper, oper, oper )T

g —A A rol, FERAE oper; 2 [a] /Y e Bk
rol; = oper; iIL M r, AR « O" FITE AR iR X —
PR FP
rol,

rol,

R‘OT: . ((}])67"1 OPerz o])erk) -

rol,
roloper, rol,oper, <= rol,oper,

rol,oper, rol,oper, © rol,oper,

rol,0per, rol,oper, « roloper,

o T2 1k
21 Va2 L)
i i 3

# RO FiE N Ry - WA Ry = (ry) .

IR U0 TSV DR B o R VA = K AR ¢
7 0 - AR AN BT A AT LAAS AR
I AL R A3 K BB X b W L SUIRA AR K B
yil

T=U,+Py+Ry=
i D * CPidr » ()

H oty FoRMEBET HICE 0, AP 58HAE
ZIEPCHR LR, BB H AR A SR
RN RPN

T= Cuy)pn » Py » i) = (1)

M, RAOR . EWERETH AHHA
HEATER j WHRAE AR ;2 1, = O I, R G RSE
HES AN PR B AT S § IR AE AR, X —
FE RS RE MR W T B — A P BT RR AT Y T A 4
15 o R G5 38 51K A P BCRR 43 BE 9 4 20 12
HET ARG B9 T R G0 AT HE .

TE ER R Cuy) e o Py SOBRT HI P
HMEaZB TN LR, IEN Ue = (uy) e
Pig Dot s TPy Vs o () e IR T B A7 5 # 1E
Z BRI R AEHN Po = (py) o » (i) .

Ur Fl Po 3X P92 FE ] DLXT 2 U AL R G i
A7 ) PR A B AR 2, 7R SE bR T AR X R
N GAR A .

2 R OC AR B LI S 2 )

Bl MNT-PERFENALRIARSL.
X P LB A7 A 0 R R A 22 ] 4 AR 23 TE 15 0
BEAT oM. P 5 AL B A7 78 19 S HK O R AN 5
JI 7.

er pos
user->pos

1 1

2 2
3

3
4

4
1B

B 5 PR A

Fig. 5 User-position mapping



%1 T #%. ATHLANTHEHNRAERNRIEELEERRARER 135

A
Up - (U,‘j)mx,, -

Uy Wiy Wyz o Uy Uy
1 1 1 0 0
01 1 1 0
0O 0 1 1 1
0 0 0 0 1

il 0255 A €0 ) A7 A B SR IO R AN AT 6 /R
UUESS

Pr = (py)ou =
bu P12z Pus 1 0 0
b1 P2 P 1 1 0
Pst P pam = |1 1 1
Pu P DPus 0 1 1
P51 P2 Pas 0 0 1
po

1
14 B
m

H6 K- ekt

Fig. 6 Position-role mapping

05 PRAE B AFAE A IR OC R AN 7 Fr s
JUEE)
riuoore s o T
Ry = (rij)ps = |71 7o 1oy 1o Ty |=

Y31 T3z T3z T3 I3s

1 1 0 0 0
01 1 0 O
0 0 1 1 1

H A ) A L SUR AL A A AN 18] 8 T s
EE UR = (u{j)an * (pnl)nXl m"?‘l“;‘f
3

UR:

— W N

2
2 3
1 2
0 O

& rol->oper 4
.“S‘;}‘,
1 ."11,
2
2 . ‘f.'.‘(
3
oy
3 4
e
5

7 Ae-RIERS

Fig. 7 Role-operation mapping

user pos rol oper
user->pos -~ Pos->T0l """ o1 >oper
1 10 e
1
1 dao
2 e
2 2
3 2 i
3 3
e
4 ; 3 i
5 ey

B8 AL M e 4t

Fig.8 Authorization structure mapping

H Py, = (P * iy ] 15

1 1 0 0 O
1 2 1 0 0
Po= 1|1 2 2 1 1
o 1 2 1 1
o 0 1 1 1
BT = Cy)on * Py » (i) OIS
3 5 3 1 1
T 2 5 5 2 2
1 3 5 3 3
0 0 1 1 1

H1 LA TS5 T LU

MPSAENMIELR U .1 SHPA 3
FREHRG 1 SAG A 2 REREE 2 SME,
A1 RERARG 3 S5m0, 1.2 3 51 P EkTE
T ARG A ORI T 45 H P HAE T3
S A IR X L 4 45 P e — AT DL
fR A 0 s Db 2 55 B AR B9 X R 5E R P R, AT LAR
B WA 15 5 AL B AR B b A P
1M 3 5 b (L R AEAL SR ALK 3RS T RGP A 1
BAEAUR P SHAEMX R T, 1.2.3 %
MRS 2 583 SRR REZIE 5 &, 80
Vi W R SR AL T W B R G . N



136 X # # I A ¥ ¥ #

%51 %

WSRA AT LU i 2 2% iR AR BRAT I — $R A 9 L
FIR 70K o BEAT HR A KRR 98 48 i) B AR AR Ik T
FURAT AR Y — 2B AR I P AT T e A
IRAR AT I AERLBR L 00ORE 23717 ok % 2 B AR

3 % ®

T OBALAC K R H A BB Z K R A
B0 R B A R BRI T 0 B O i IR AR A
T RBAC BLRY, H 438 ] B A 850, X 41 41482
ROt A8 o iy A BR 43 T 18 20 48 It T 3 AR i
OB4LAC jZ X} RBAC BRI Jig , & i ok e L
UL e FAUBR L R KA T 0 (0 BiiE DA
1K T R R GE Vs ) 8 il 1 52 24 B L 0 T R G
YN AE AR ) TR 5. OBALAC
RIZE R L RBAC RS %, 78 52 B i T A&
T ELFH T D 2 ZUHLAR T 4 ) B2 AR B () A

2% 30k

[1] FERRIAOLO D, CUGINI J, KUHN R. Role-based

access control (RBAC): Features and motivations

[C] // Proceedings of 11th Annual Computer Security
Orleans: IEEE

Application Conference.  New
Computer Society Press, 1995:241-248

[2] SANDHU R S, COYNE E J, FEINSTEIN H L,
et al. Role-based access control models [ ] ].
Computer, 1996, 29(2) :38-47

[3] LI Huai-ming, WANG Yan-zhang, DING Feng,
etal. Research and realization of information
exchange and share platform for municipal
government | C ] // 2006 IEEE International
Conference on Service Operations and Logistics, and
Informatics. Piscataway:IEEE, 2006.:21-23

[4] BERTINO E, BONATTI P A, FERRARI E.
TRBAC: A temporal role-based access control model
[J]. ACM Transactions on Information and System
Security, 2001, 4(3):191-233

(5] # W.BZ#H BhE EATEHNZEENER
[J]. Ao df ok % %4, 2005, 28(6):5-8

(6] ®.2 M. BHE ETAEHWNIREZLHEA
(1], ##%3R, 2005, 16(5):970-978

Single-layer authorized access control system

verification model based on organization

DING Feng*'*, CHEN Xue-long’,

WANG Yan-zhang®,

GUO Jian-feng

( 1. School of Software, Dalian University of Technology, Dalian 116024, China;

2. Liaoning Province Information Security & Software Testing Evaluation and Certification Center, Shenyang 110001, China;

3. Faculty of Management and Economics, Dalian University of Technology, Dalian 116024, China )

Abstract: The situation of the authorized system accessing permissions by the organization

authorization model was seldom verified. A single-layer access control authorized verification model

based on organization for OB4LLAC model was put forward, and the relationships between user,

position, role and operation were also described by the vectors and matrices. The system operation

permission of each user got from organization system were counted directly when multi-user existing

in one system. An example to verify the single-layer access control verification model is given and the

results clearly show the situation of all the users to allocate authorization. This model is helpful to

system security and access control.
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