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Montgomery Multiplication (A, B, N)

Stepl S[0]=0

Step 2 FOR iin 0 TO k—1 LOOP
ti=CsLilo+A; « By)mod 2
sLit1]=CLi]+ A » B+t + N)
div 2

END LOOP

IF S[k]>N THEN S[k]=S[k]—N

RETURN S[ k]

Step 3
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HdtA=> A2, B=> B, »2',N=> N, - 2/,
i=0 =0
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Montgomery Multiplication (A, B, N)

Step1 S[0]=0

Step 2 FOR iin 0 TO k+1 LOOP
t=C{iJo+ A * By)mod 2
sLit1]=CsLi]+ A » B+t + N)
div 2

END LOOP
Step 3 RETURN S[ k]
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Montgomery Multiplication (A, B, N)

Step 2 FOR iin 0 TO k+1 LOOP

(SUM, CARRY) =CSA(SUM-+ CARRY+ A; -
B

(SUM, CARRY) = CSA ( SUM + CARRY +

SUM, « N)

SUM= SUM/2

CARRY=CARRY/2

END LOOP

SLk]=SUM+ CARRY

RETURN S[ k]

Step 3
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Fig. 2 The structure of CSA-Montgomery algorithm
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Montgomery Multiplication (A, B, N)

Sfo]=0, SUM=0, CARRY=0, B_N
=0

B_N=CSA_ADD(B, N)

FOR iin 0 TO k+1 LOOP

( SUM, CARRY) = CSA ( SUM +
CARRY-+0/B/N/B_N)

SUM= SUM/2

CARRY=CARRY/2

END LOOP

Step 1

Step 2

S[ k]=CSA_ADD(SUM, CARRY)
RETURN S[ k]

Step 3
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Montgomery Exponent (M, E,R, N)
Z=M_M(M,R,N), P=M_M(1,R,N)
FOR iin 0 TO £—1 LOOP
IF(E,=1) THEN P=M_M(Z,

P, N)

Z=M_M(Z,Z,N)
END LOOP
P=M_M(1,P,N)
RETURN P

Step 1
Step 2

Step 3
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Implementation of RSA cryptoprocessor based on modified CSA-Montgomery

WANG Kai-yu", TANG Zhen-an, ZHAO Yun., ZHOU Yu-di

( Faculty of Electronic Information and Electrical Engineering, Dalian University of Technology, Dalian 116024, China )

Abstract: To improve the speed and flexibility of RSA encryption algorithm, the basal principle and
implementation methods of RSA are studied in detail. The common two-CSA-Montgomery
multiplication algorithm structure is modified by removing the CPA of CSA-Montgomery algorithm
structure. It not only reduces the resources of FPGA, but also improves the speed of RSA algorithm.
Finally, the RSA cryptoprocessor that key length is reconfigurable is realized. And the performance of

cryptoprocessor with 1 024 bits key length is also analyzed.
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