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Fig. 1 The flow-chart of network phishing detection
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Phishing detection method based on sensitive

characteristics of phishing webpage

SONG Ming-qiu” ,

CAO Xiao-yun

( School of Management Science and Engineering. Dalian University of Technology, Dalian 116024, China )

Abstract: Phishing is a kind of online fraud which is widespread in the electronic commerce and

electronic banking. A method of phishing detection based on sensitive characteristics — PhishDetector

is proposed. Firstly, the black/white list technology is used to intercept URL, and then the sensitive

features of those URL not existing in the lists are extracted, and lastly a phishing webpage is

distinguished with a linear classifier. The experimental results show that this method is better both in

accuracy and false positive rate.

Key words: phishing; sensitive characteristics; linear classifier



