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A stream cipher algorithm based on two discrete chaotic dynamical systems

WANG Li-yan',

XU Jia-jia', LI

Hai-yan™*

( 1. College of Information Engineering, Dalian University, Dalian 116622, China;

2.School of Science, University of Science and Technology Liaoning, Anshan 114051, China )

Abstract: A new stream cipher algorithm is designed based on two discrete chaotic dynamical

systems. The algorithm uses the front output of the piecewise nonlinear map as the next input of the

piecewise nonlinear map, and the iterative sequences are transformed into 0-1 sequence with discrete

operator, and then, the 0-1 sequence is used to select the piecewise nonlinear maps of the two chaotic

dynamical systems. The simulation test and security analysis are conducted to study the randomness,

the initial value sensitivity and other properties of sequences generated by the map. The experimental

results show that the algorithm has the characteristics of the high sensitivity of secret key, plaintext

and ciphertext, and the small correlation between ciphertext and plaintext. These peculiarities can

efficiently prevent ciphertext to leak the information of secret key and plaintext.

Key words: chaotic dynamical systems; piecewise nonlinear map; stream cipher



