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Fig. 1 Event of information system intruded by hackers
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Fig.2 Interaction between two information system

security countermeasures used by organization
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Fig. 3 Relation between IDS detection rates and
intrusion rates of hacker under different

vulnerability levels
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Study of influence of vulnerability level

on information system security technology strategy

FANG Ling~ s

ZHONG Wei-jun,

ME| Shu-e

( School of Economics and Management, Southeast University, Nanjing 211100, China )

Abstract: Game theory was used to learn organizations' information system security technology

strategies based on the vulnerability level. It is found that the vulnerability level of an information

system has important influence on the selection and configuration of an organization’s information

system security technologies. When the vulnerability level is comparatively low, the organization

should only investigate some IDS alarms manually and ignore no-alarms. When the vulnerability level

is comparatively high,

the organization should investigate all IDS alarms and some no-alarms

manually. Meanwhile, the manual investigation probability would increase with the improvement of

the vulnerability level. Apart from these facts, when the vulnerability level of an information system

is comparatively high, the probability of hacker intrusion is not always high because the organization

has deployed an IDS with comparatively high intrusion detection rate.
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information system security; hacker’s success probability



