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Information security incident probability calculation model
based on Poisson distribution

SONG Ming-giu®, HAO Yan

( Institute of Systems Engineering, Dalian University of Technology, Dalian 116024, China )

Abstract: From the possibility distribution rules of information security incidents, and according to
the basic characteristics of Poisson distribution, the frequency of information security incidents is
proved mathematically to obey Poisson distribution . The verification is done by using the statistical
data of National Internet Emergency Center (CNCERT/CC). On this basis, an information security
incidents probability calculation model with Poisson distribution is established based on the Bayes
theorem. Then, taking advantage of the probability mass function, the prior probability distribution
of information security incidents is calculated, and a likelihood function is modeled to adjust the prior
probability distribution, and the posterior probability distribution of the frequency of information
security incidents is got. Finally, the statistical data of CNCERT/CC demonstrate the feasibility and

effectiveness of the model.

Key words: information security incidents; Poisson distribution; Bayes theorem; posterior probability



