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Encryption algorithm based on contaminated
two-dimensional chaotic dynamic system

WANG Li-yan", LIU Yang

( College of Information Engineering, Dalian University, Dalian 116622, China )

Abstract: An algorithm to construct a stream cipher system is presented by defining a contaminated
dynamic system, in which the two-dimensional Henon dynamic system is contaminated by the two-
dimensional Logistic dynamic system. By generating two columns of keys, this algorithm can
effectively solve the problem that the output is not very sensitive to the change of the low bit of the
input. The results of safety tests, such as computer simulation, runs test, correlation analysis,
sensitivity analysis and balance test, etc. show the highly nonlinearity and sensitivity among
ciphertext, plaintext and the key. Also the large key space of this algorithm can effectively prevent

the statistical attacks, ciphertext only attacks and exhaustive attacks.

Key words: contaminated dynamic system; two-dimensional Henon dynamic system; two-dimensional

Logistic dynamic system; stream cipher



