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A hybrid encryption algorithm based on multi-crypto system

YANG Hongyu™ ,

NING Yuguang,

WANG Yue

( College of Computer Science and Technology, Civil Aviation University of China, Tianjin 300300, China )

Abstract: Aiming at the problem that constructing methods in hybrid encryption algorithms are

fixed, a multi-crypto system hybrid encryption algorithm model based on RSA and Hill is proposed.

Firstly, the plaintext is divided by a series of random numbers which are encrypted by the RSA cipher

as a session key in the hybrid encryption algorithm. Then the key of Hill cipher is replaced by Pascal

matrix whose generation algorithm has been improved. Security analysis and experimental results

show that this encryption algorithm has better encryption efficiency and stronger anti-attack capacity.

Key words: hybrid encryption; random division; multi-crypto system; session key; Pascal



