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Fig.1 ZigZag scanning algorithm
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Fig. 3 Scrambling qualitative test
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Tab.1 Quantitative analysis results of scrambling

- TR VA2 AL . R
EEEY AR/ % T (i (EPst] = i
Boat 0.36 72.2755 7.999 4  7.909 7
Plane 0. 34 81.505 2 7.9995 7.9036
Lena 0.35 72.228 6 7.9994 7.9029
Elaine 0.38 72.103 1 7.9994 7.9027
Nike 0.33 127.250 9 7.999 3 7.9070
Cameraman 0. 37 79.485 6 7.9995 7.904 3
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Fig. 4 Histogram analysis of plaintext and ciphertext
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Fig. 5 Image correlation analysis of plaintext and ciphertext
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Tab. 2 Algorithmic plaintext sensitivity analysis table

i Bk Al /M

PR BEEL  HTY RES BTy RESK I — T 1
/% AR/ V6 /% AR/ Vs /% AR/ Vs

Boat 99.605 1 33.492 7 99.783 4 33.893 3 99.543 4 33.378 0

Plane 99.628 9 33.462 3 99.821 9 33.710 6 99.535 3 33.358 2

Lena 99.634 7 33.455 9 99.693 0 33.752 1 99.492 9 33.376 3

Elaine 99.633 5 33.469 0 99.827 1 33.825 7 99.510 4 33.366 8

Nike 99.607 3 33.412 5 99.783 9 33.734 9 99.5215 33.315 6

Cameramen 99.623 1 33.443 3 99.734 4 33.741°7 99.481 2 33.354 5

B AR A R 25 70 s, 25 0 T S 5 4 (5) Y1 Y o 5 W 75 ek o b

Kl 6 . e PR AL i i R v o oy AR 8 B9 A2 2% 1k nT g
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Fig. 6 Differential attack simulation experiment

() PIHIE B

\

(d) S 75 5 2 R %

(o) M=%
M7 MEAZEERFAFEHEER

Fig. 7 Cutting attack and noise attack simulation

experiment
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Tab. 3 Chi-square value analysis comparison experiment

R KL
i vk
B S E & % SRR
SC#k[10] 160 835. 04 413.48
iik[11] 160 835. 04 734. 14
xHk[12] 160 835. 04 255. 26
A3 160 835. 04 250. 10

(2) HHABAGR Z AR AL 23 B

TEW] VB SO R K R RO R 3 A7
o] b4 BEALIESE 1 000 MR AR5 THE W] %
SCIEB R O BB A5 R NSk 4 . AT L
B SC S AR AR 45 38 2 18] A A1 G R BORR FL R 48
a0 DU AR SRR 3R 2 18] B A DG PR A T 0.

x4 AXEREEXEGAMX &L LK

Tab. 4 Comparison and analysis of correlation between plaintext and ciphertext image

) LRI EPES 4 EBYEE TIPS
o K- 1) e L5 [4) X7 1) KI5 18] e P17 14) X A7 18]
3cik[10] 0.973 9 0.986 9 0.961 6 —0.002 8 —0.017 4 —0.003 2
Scmk(11] 0.9739 0.986 9 0.961 6 0.003 7 —0.003 8 0.005 6
Schk(12] 0.973 9 0.986 9 0.961 6 0.007 2 —0.004 4 —0.003 9
A3 0.973 9 0.986 9 0.961 6 0.003 6 0.000 3 0.004 4
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(3) W] SRR 73

h T RRE B B SCRURE | BE AL kAR — {7
Lena FEMER IR R AG , SR J5 FH S [R) 04 Jon 2% 5303 Jin %%
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— AL 34 28 AR B DR AT 100 YR, G E
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Tab.5 Comparison experiment of plaintext sensitivity analysis
Scrk[10]% B NIRRT Scuk[12])%8 A SCH
14 %% H—1LF 2 BE N ] BR H—1kF 3 BHR H—1k 3
A Al A5 Ak 5 B A A A AL B ARl AR b B A Al A B
Plane 0 0 0 0 0.799 4 0.206 7 0.996 3 0.334 6
Lena 0 0 0 0 0.874 2 0.266 4 0.996 3 0.334 6
Elaine 0 0 0 0 0.852 1 0.217 3 0.996 3 0.334 7
Cameraman 0 0 0 0 0. 864 0 0.243 5 0.996 2 0.334 4
(4 Jon 4 34 B 3 B XA ) RUSF B B Pl A5 R A7 Jm 42 38 2 D 3, g 20
A NE S SN S fﬁiﬁﬂﬁﬁﬁéﬁﬁﬂﬁﬁ/\ 3 100 ¥k, &5 FEEUn 4% B[] (4 - 2446, N3 6 AT

EEE bR, FEHLK b, 2817385 8 MATLAB
2013, W% 50 3. 10 GHz. N7F 8 GB i & Hl.

UL 3 AR SRR B i 2 sk ) A /0, 0 B HE LA B 1Y
Jin % S

&6 AR A Ak A AT
Tab. 6 Analysis of encryption speed of different encryption algorithms
t/s
Jon g Rk
64 KB 256 KB 1 MB 4 MB 9 MB 54 MB

SCHik[10] 31.122 5 126.462 0 494, 355 0 1939.780 0 4 685.100 0 28 193.640 0
SCik[11] 0.740 3 3.041 3 12.960 8 48.326 7 114.314 0 687.128 0
SCRik[12] 0.443 2 1.753 1 7.29217 29.653 8 61.822 7 251.487 3

A3 0.460 5 1.791 1 7.3218 30.907 3 61.843 4 252.162 4
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Image encryption algorithm based on key-stream buffer and
DNA dynamic encoding

ZHANG Lijun', XU Xirong"*, GENG Yu', NIE Weiguo’, ZHANG Xuanping’

( 1. College of Public Basic Sciences, Jinzhou Medical University, Jinzhou 121001, China;
2. School of Computer Science and Technology, Dalian University of Technology, Dalian 116024, China;
3. School of Computer Science and Technology, Xi'an Jiaotong University, Xi'an 710049, China )

Abstract: The security of digital image information transfer is a research hotspot. To solve the
problem that the key in the existing image encryption algorithm based on DNA sequence has nothing
to do with plaintext, an image encryption algorithm based on key-stream buffer and DNA dynamic
encoding is proposed. First, the plaintext is globally scrambled by pseudo random sequence generated
by chaotic system. Then, key-stream buffers are initialized by PWLCM chaotic system, and the key is
selected based on the pixel value of plaintext and DNA dynamic encoding is performed on scrambled
images. Finally, a round of diffusion operation is executed on encoded ciphertext sequence. The
simulation results show that the proposed algorithm has good performance in scrambling degree, key

space, resisting differential attack and statistics attack.

Key words: image encryption; chaos system; key-stream buffer; DNA dynamic encoding



